Abstract. Ubiquitous computing that is enabled by the Internet of Things (IoT) paradigm effectuates several aspects of human life, both technologically and socially. These 'Things' have to use highly accurate, reliable, and precise information to be smarter. This can be accomplished by efficient IoT architecture that is coupled with a data fusion (DF) algorithm. DF can be defined as the technique of fusing the information coming from multiple sources which are representing the same real-world objects into precise and intelligent information. In this work, we propose a multi-hop IoT architecture which is helpful in facilitating DF and is also energyefficient. This architecture achieves this by using a multi-hop mechanism. Furthermore, we develop a DF algorithm, Two Phase Data Fusion (2PDF) algorithm. We simulated a system for the Air Quality measurement application, and then we compared the results of the 2PDF algorithm with the Kalman filter (KF) algorithm, which is a benchmark algorithm. Results showed that the 2PDF outperformed the KF in the case of outlier data. This work can be considered as the first step in the field of IoT architecture dependent DF algorithms. Furthermore, the proposed work helps to see DF in a broader context of IoT.
Introduction
IoT will be the next big thing in the computing world that will be from outside the conventional computing environment. Foreseeing these opportunities, computing world giants are investing big in IoT [1, 2] . Several researches have established the fact that WSNs are expected to be integrated into the IoT in future and WSNs can be considered as the subsets of IoT [3, 4] .
The first step in successful IoT implementation will be the universally applicable IoT architecture because of the following reasons: (1) it will reduce industry fragmentation due to the unified approach to the development of IoT system architecture, (2) multi-stakeholder activities will be increased and (3) fast system development.
One of the first kinds of such work was started by the IEEE working group, called "Standard for an Architectural Framework for the IoT" to propose a universally applicable IoT architecture. The project started in March 2014, and will be finished around the end of 2018 [5] . However, to create an IoT architecture, which is used universally is an arduous task due to the heterogeneous nature of IoT in terms of the different types of devices, data, and applications.
In the absence of no universal IoT architecture at present, various smaller domain IoT architecture exist, which are application specific, environment-specific, WSNsspecific, problem-specific, and data-specific [6] [7] [8] [9] [10] . In paper [6] , the authors address the existing development trends, their distinguishing features, and possible future applications. This paper also highlights the key challenges associated with the development of IoT. A generic IoT architecture proposed in [6] is mentioned in Figure 1 .1. [4] .
Fig. 1.1 Generic IoT Architecture
IoT means that several thousand sensors with smart connectivity will work together for a common goal. A large amount of data is produced in a short time in the IoT environment. How to make this enormous data both accurate and precise is an open problem which needs to be solved because the quality of the information obtained from the data plays a critical role in decision-making. DF is an efficient technique for the optimum utilization of data from multiple sources. DF in the IoT paradigm can play a critical role in its success [11] [12] [13] [14] . In this work, we propose the architecture and algorithm for the DF of heterogeneous multi-source information in the IoT paradigm. In Figure 1 .2, we can see the several application areas for IoT. The rest of the paper is organized as follows. In Section two, we present the objectives and the contribution of the research, while in Section three we explain the proposed IoT architecture. The two-phase data fusion (2PDF) algorithm is explained in Section four, and the results are discussed in Section five of the paper. Finally, we concluded the paper in Section six.
Proposed Work
The foremost enabling factor of the IoT paradigm is the integration of several technologies and communication solutions, such as identification and tracking technologies, wired and wireless sensors and actuator networks, enhanced communication protocols, RFID, and distributed intelligence for smart objects. Information from RFID tags and sensors in the IoT paradigm is an issue of key importance. Fusing data from multiple sources to highly reliable, accurate and precise information is fundamental for IoT's success. Therefore, in this research, we are proposing IoT architecture and a DF algorithm which is dependent on proposed IoT architecture. Thus, the work helps to understand IoT and the DF role and the effects in a broader context.
The objectives of the proposed work are: (1) to present a multi-hop application specific IoT architecture and (2) to propose a DF algorithm which is specifically based on proposed multi-hop IoT architecture. Whereas the contributions of the proposed work are: (1) the work highlights the need for efficient IoT architectures and its benefits, (2) the work highlights the benefits of IoT architecture and the dependent DF algorithm. It also explains how an IoT architecture can enhance the DF process, and (3) the research gives a direction to see IoT in the broader context with DF and helps to understand their relationship.
Multi Hop IoT Architecture
Presently, in practice IoT architectures are application-specific. So far, there is no universal IoT architecture in use, though in theory they do exist. Universally applicable IoT architecture is not possible currently due to the following reasons: (1) it is an arduous task due to the heterogeneous nature of IoT in terms of devices, data, and applications and (2) universal IoT architecture has to be too versatile to accommodate all the different natures of IoT elements, which is not possible currently.
Therefore, presently available applicationspecific IoT architectures are popular and in use as they are easy to implement and realistic. However, few research works are in progress for developing universal IoT architecture [5] .
Application
An air quality index (AQI) is a measurement used by various organizations and countries [15, 16] to inform the public how polluted the air currently is or forecast of how polluted it will become in near future. Increase in AQI, results in adverse health effects. In Table 3 .1, we can see various level of AQI and measurement scale that indicates how good or bad the air of our surroundings is. The different AQI ranges mean the following:
• Good: No negative impact on health.
• Satisfactory: Minor impact on health and can cause discomfort to sensitive people.
• Moderately polluted: People suffering from lung diseases such as asthma may experience breathing discomfort.
• Poor: Causes negative health impact on population.
• Very poor: Prolonged exposure may results in respiratory problems and heart diseases.
• Severe: Effects respiratory system even in healthy people. Extremely harmful for people suffering from with lung/heart disease. In this work, we assume that a city is divided into several regions and further regions have several sub-regions, as mentioned in Figure 3 .1 Every region has one hub sensor as well as several sub-region sensors or child sensors.
Every child sensor measures one or more gases in the air for a particular location and sends data to the hub sensors every 15 minutes, or 96 times in a day. The hub sensor sends the data once in 24 hours to the Fusion Center after processing it. Further, the Fusion Center processes the data and then users use it. While measuring the air quality, the "air quality index" (AQI) has been taken into consideration.
Architecture
In this paper, we propose an AQI application-specific multi-hop IoT architecture.
With respect to Figure 3 .2, IoT architecture can also be seen with two different perspectives. First, it can be viewed as a single-hop, where every sensor transmits data to the DF center directly. Second, data transmission can occur by a multi-hop process, where data passes across adjacent sensors or a hub sensor, which are highly accurate and with more process capabilities. Therefore, in the proposed architecture, we use the multi-hop mechanism. The proposed architecture consists of four layers, which are: (1) the Child sensor layer, (2) the hub sensor layer, (3) the Fusion Center layer and (4) the Application layer, as mentioned in Figure 3 .3, respectively. Each layer consists of various elements, which are as follows:
• Layer-1: Child sensors, connection protocols.
• Layer-2: Hub sensor, connection protocols • Layer-3: Fusion Centre (high performance server), connection protocols • Layer-4: User Interface or user application
The major elements of the proposed architecture are: In Figure 4 .1, a comprehensive visualization is given of the proposed architecture. The proposed algorithm in section 4, is dependent on the proposed IoT architecture, which makes this architecture different from other IoT architectures.
Data Fusion Algorithm
In this section, we propose a DF algorithm known as the two-phase data fusion (2PDF) algorithm. This algorithm is specifically based on the proposed IoT architecture in section 3, and a comprehensive view of it is given in Fig.  4 .1, which is a visualization of where exactly the two phases function within the architecture. The algorithm is divided into two parts known as phase-I and phase-II. Phase-I of the algorithm takes place at the hub sensor nodes and phase-II takes place at the Fusion Center.
The 2PDF algorithm is a hybrid algorithm, where in phase-I, we use descriptive statistics and in phase-II, we use rule base fusion. The hybrid DF approaches exploit the benefits of every constituent's methods. Hybrid fusion algorithms are more computationally complex than are non-hybrid approaches [17] . However, in the 2PDF algorithm, we focused on maintaining simplicity. There are various types of errors and deficiencies in data during sensing with the help of sensors. In the 2PDF algorithm, we concentrated on the problem of data with outlier values that is very common in sensing. An outlier is a spurious (false) observation while sensing. The potential reasons of outliers are due to sensor errors, noise, and malicious attacks on the WNSs [18] .
Two-Phase Data Fusion (2PDF) Algorithm
In the 2PDF algorithm, we are specifically dealing with the outlier problem. The 2PDF algorithm filters the outliers, eliminates them and fills the eliminated observations with a predicted value to make the final estimation as correct as possible. In Figure 4 .2, we explain the various steps of the 2PDF algorithm. 
Simulated Datasets used in calculation
AQI datasets are freely available on the Internet. For this work, we used Bath Hacked [19] , which is a joint council initiative with the objective to put open data and smart thinking into practice. Their mission is to bring researchers and quality data together for doing useful research. The Non-Outlier dataset is the original data obtained from the Bath Hacked council, and we mixed few outlier data in the original dataset to form the "Outlier dataset". We took nitrogen dioxide observations for one cycle of 24 hours. For simulation, we mixed 75, 150, 81, -3, -10, 90.5, 60, 55.5, 118, 75, 70, and 100 as outlier values in the NonOutlier data.
Explanation of Phase-I
The first step is to identify the outlier values coming from the sensors. After that, we eliminated the observation with outlier values and then filled the outlier observation with a predicted value. In the next section, we explain Phase-1 of the 2PDF algorithm in detail.
Identifying outlier values:
This is the first step of Phase-1 of the 2PDF algorithm. Here we are identifying outlier values coming from the child sensors. All outlier detection methods consist of lower bound and upper bound, above and below which every value is considered as an outlier value. For this purpose, we used descriptive statistics, which can be seen as an attempt to describe how data values are the same, and not the same. The descriptive statistics objective is to summarize the data [20, 21] . The summary method is used for the descriptive analysis of data values, which describe data with five points, which are the mean, median, first quartile, third quartile, minimum value, and maximum value. The Further Box Plot method is used with descriptive statistics to identify distant data values (outliers). We give a succinct view of the outlier identification process of the 2PDF algorithm in Figure 4 .4 and Figure 4 .5 respectively, based on the simulated datasets in section 4.2.
Calculations
for outlier identification: Median, 1st quartile, 3rd quartile, minimum value and maximum value are calculated.
Here the number of observations in one cycle is 96. Therefore, the Median = 14.5
In statistics, the first quartile splits off the lowest 25% of data from the highest 75%, while the third quartile splits off the highest 25% of data from the lowest 75%, respectively. Anything above 32.37 and below -1.37 is considered as an outlier, though 1.5*IQR bound can be changed.
So now, neglecting the outlier observations, the minimum value = 5.5 and the maximum value = 26.5. Figure 4 .5 gives a visualized view of the descriptive statistics.
Outlier
Elimination: After identifying outliers successfully, we eliminated the outlier values.
Prediction of Eliminated Outlier
Observation: To fill the eliminated outlier observation with some predicted value, we used a running mean at the point where the outlier occurs and filled that observation with it, and it is done with a final estimation. 
Explanation of phase-II
Phase-II of the 2PDF algorithm is based on certain pre-specified rules, which are application-specific. It is easy to deal with the heterogeneity of data in rule-based systems. One or more rule can correspond to the various heterogeneous attributes of the data. Rule base systems are fully accurate too, as there are no assumptions here, and every data value has to satisfy a particular rule to be part of that class. Phase-II of the 2PDF algorithm is based on the rules specified in Table 3 .1 respectively. The final output will be the information associated with a particular rule.
Various "IF" conditions are used. Every "IF" condition corresponds to a rule as mentioned in Table 4 .1, and after satisfying a particular rule, the end result is only the information associated with the respective rule; for example, whether it is good, satisfactory or poor etc. 
Results and Findings
This work is divided into two parts. Firstly, we proposed an application-specific multi-hop IoT architecture for heterogeneous data, and secondly, we proposed a DF algorithm known as 2PDF. The proposed multi-hop IoT architecture reduces energy consumption. Hence, clearly we can see by an example that our proposed architecture is energy-efficient as less distance is travelled to transport data compared to the single hop. Similarly, the 2PDF algorithm handled outlier data efficiently and improved the DF process.
Multi-hop IoT architecture
Multi-hop are highly energy-efficient because they refrain from long distance data transmission. By progressive DF, which hops through sensors, the result is low energy consumption. The proposed architecture is highly energy-efficient due to multi-hop mechanism. Changing the battery regularly of wireless sensor node can be inconvenient and also results in high cost.
A critical aspect of developing a wireless sensor node is to ensure that there is always sufficient energy available for the wireless sensor nodes. Data communication consume most of the sensor energy. The cost of transmitting 1-kilo byte for a distance of hundred meters is approximately the same as that used for the execution of instructions per second on a processor [22] .
With the help of Figure 5 .1, we explain the energy efficiency of the proposed architecture. For example, let us assume: One other important factor that we can observe in this architecture is that it reduces the number of lines or traffic. In Figure 5 Then total distance "D" = = 4 (14) = 56 In Figure 5 .2, number of lines (traffic) are more. However, this factor is significantly reduced in multi-hop architecture in Figure 5 .1.
Two Phase Data Fusion Algorithm (2PDF)
We ran the 2PDF algorithm and the KF algorithm for same data sets. The simulation of 2PDF algorithm showed accuracy and efficiency with data which consisted of outliers. We used the KF as the benchmark algorithm to compare the results. We compared the 2PDF algorithm results with the KF algorithm results in Figure 5 .3 and Figure  5 .4, respectively. In Figure 5 .3, we compared the 2PDF algorithm and the KF with nonoutlier datasets whereas in Figure 5 .4, we compared the 2PDF algorithm and the KF with outlier datasets. Therefore, we can clearly see with the help of Figure 5 .4 that the 2PDF algorithm outperformed the Kalman filter with the outlier dataset. The 2PDF algorithm showed nominal fluctuations in the results, as visualized in Figure 5 .4; however, the KF showed significant fluctuations in the results when executed with data with outlier values. 
Silhouette Plot
For further analyzing the results, we used the silhouette plot of partitioning around medoids (PAM) clustering algorithm. The PAM is more efficient than K-mean clustering as it reduces the sum of dissimilarities instead of a sum of squared Euclidean distances. In the silhouette plot, every silhouette represents a cluster, which consists of a horizontal line representing each observation and their width [23, 24] . The width corresponds to the strength of each observation's membership in a cluster. The silhouette plot values that are near 1 show that the observation is well-placed in its cluster. On the other hand, values near 0 show uncertainty that the respective observation might be the part of another cluster. In Table 5 .1, we explained how to interpret the results of the silhouette plot. In Figure 5 .5 and Figure 5 .6, we showed the silhouette plot for non-outlier data when tested by the 2PDF algorithm and the KF. With nonoutlier data, the KF algorithm performed slightly well as compared to the 2PDF algorithm as average. The silhouette width with KF was 0.54 and with the 2PDF algorithm, it was 0.53. With respect to Figure 5 .5, there are two misfit occurrences in cluster one and cluster four. However, there is only one misfit occurrence in cluster four of Figure  5 .6, and this shows that the KF performed better than the proposed algorithm in the case of non-outlier data. The average silhouette width with the KF was 0.54, which is 0.01 higher than with the 2PDF algorithm. According to Table 5 .1, the closer the silhouette average width is from one, then the more stable structure and a better fit. Therefore, the KF has a slightly better PAM cluster structure then the 2PDF algorithm with respect to Figure 5 .5 and Figure 5 .6. In Figure   5 .7 and Figure 5 .8, we showed the silhouette plot for outlier data when tested by the 2PDF algorithm and the KF algorithm. The average silhouette width with the 2PDF algorithm was 0.55 and with the KF, it was 0.53. With respect to Figure 5 .7, there are two misfit occurrences in cluster three and cluster five. However, there are six misfit occurrences in the clusters of Figure 5 .8; this signifies that the 2PDF algorithm performs better than the KF in case of outlier data. The average silhouette width of the 2PDF algorithm was 0.55, which was 0.02 higher than with the KF algorithm. Therefore, as close as the average silhouette width is from one, the better the structure and fit. The results of Figure 5 .8 correspond to the results of Figure 5 .4, and clearly show that the 2PDF outperforms the KF with the outlier dataset. In Figure 5 .4, we can see the high amount of fluctuations (less stable) with respect to the KF, which shows inconsistency in measurements. Similarly, in Figure 5 .8, the average silhouette width of the KF is less than that of the 2PDF, and clustering of the KF values show more misfit observations, which, according to Table 5 .1, shows that KF clusters are less stable then the 2PDF clusters. We can see the interrelation of Figure 5 .4 and Figure  5 .8 results, which clearly proved that the KF is unstable with outlier datasets.
In the concluding remarks, we can clearly see by our analysis that the 2PDF algorithm performs better than the KF in the case of outlier data. We used various graphs and statistical techniques to prove the above conclusion.
Conclusion and Recommendations
In this work, we developed an applicationspecific multi-hop IoT architecture that is energy-efficient and also helpful in reducing the transmission traffic by using hops, and this tends to reduce traffic lines. Furthermore, along with IoT architecture, we developed an IoT architecture dependent DF algorithm known as 2PDF. This is a new concept that combines the capabilities of the IoT architecture with the DF algorithm to give quality results. The 2PDF algorithm is efficient in dealing with outlier data.
The 2PDF algorithm performs better than the KF algorithm in the case of outlier data. Due to limited time and other constraints, few major limitations of 2PDF algorithm are: (1) it has to be tested on a wide range of data, and (2) it can be compared with more DF algorithms.
In future, extensive work can be done on any element of this architecture separately, for example the fault tolerance mechanism for the IoT architecture, traffic management schemes, etc. We are considering the implementation of an algorithmic suite for the smart city environment based on our IoT architecture. Smart city is a concept where everything is considered as an intelligent thing with smart connectivity. We are also considering to make 2PDF more robust and suitable for multiple domains.
